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T
HE TERMS business intelligence 
and big data are the new buzz-
words for using tools and tech-
niques to sort and resort data for 

a secondary or other use within a business.
The definition of business intelligence 

describes it as a set of techniques and tools 
for the transformation of raw data into 
meaningful and useful information. Big 
data means that there are more and more 
healthcare data and that healthcare data 
are more connected than ever before. With 
the advent of health information exchang-
es (HIEs); accountable care organizations 
(ACOs) now, Meaningful Use regulations, 
and more extensive use of data aggrega-
tors (e.g., registries), healthcare data are 
now used to help in the provision of medi-
cal care, as well as in predicting when and 
where an event might happen.

Because we are talking about health-
care information, we must also talk about 
protected health information (PHI) and 
the HIPAA-HITECH-OMNIBUS (Health 
Insurance Portability and Accountability 
Act, Health Information Technology for 
Economic and Clinical Health Act) Priva-
cy, Security, and Breach Notification Rules. 
Business intelligence and big data analysis 
that includes PHI and its use and disclo-
sure must be reviewed against the HIPAA 
security and privacy requirements and the 
breach notification requirements.

If the business intelligence and big data 
analysis includes using PHI for treatment, 
payment, and healthcare operations (TPO), 
then current policies, procedures, plans, 

and processes are most likely sufficient but 
should be updated accordingly. For exam-
ple, if your organization is using its data to 
determine if a type of drug is being used 
effectively and efficiently, then the HIPAA 
definitions treatment and healthcare opera-
tions will likely cover the use and disclo-
sure of PHI for these purposes, again with 
appropriate updates to include the aspects 
of business intelligence and big data.

The same is true for business intelli-
gence and big data uses and disclosures 
for research purposes. Current policies, 
procedures, plans, and processes are most 
likely sufficient, whether the HIPAA pri-
vacy requirements of the Common Core are 
used individually or together. 

It is when your organization uses and/or 
discloses PHI for other purposes than TPO 
and research that other HIPAA-HITECH-
OMNIBUS Privacy and Security standards 
and implementation specifications need 
to be reviewed. We suggest the following 
areas be considered:

De-identification (45 CFR 164. 514)
Limited Data Set (45 CFR 164. 514)
Public Health (45 CFR 164.512)
Deceased Individuals (45 CFR 164.502)
Marketing (45 CFR 164.501)
Business Associate Agreements (45 CFR 

164.308(b), 45 CFR 164.504(e))
All HIPAA Security Rule standards
In any analysis, it is important to remem-

ber to begin with the definitions in the 
HIPAA requirements, such as with mar-
keting, as the HIPAA definitions are part 
of the scope of the HIPAA requirements. 

In previous JHIM columns, the authors 
discussed the need to conduct an ePHI 
vulnerability assessment and determine 
controls, gaps, risk, and risk mitigation. 
The assessment applies to locations where 
ePHI is in transit and at rest. Potential loca-
tions to analyze include servers, worksta-
tions, portable devices, email, WIFI, cloud 
hosting, and more. We can provide a full 
list upon request. The ePHI assessment 
should also include a detailed risk analysis 
drill down for business intelligence and big 
data controls, gaps, risk, and risk mitiga-
tion. It is simply a numbers game, and the 
numbers of risk areas keep growing, which 
results in larger risks for breach when 
proper controls are not in place.

Also note that the National Institute 
of Standards and Technology (NIST) has 
released its Big Data Framework for com-
ment. The framework is organized by vol-
umes, including:

 Volume 1: Definitions
Volume 2: Taxonomies
Volume 3: Use Cases and General 

Requirements
Volume 4: Security and Privacy
Volume 5: Architectures White Paper 

Survey
Volume 6: Reference Architecture
Volume 7: Standards Roadmap.
The NIST Big Data Interoperability 

Framework may be found on the NIST Big 
Data Public Working Group page at: http://
bigdatawg.nist.gov/V1_output_docs.php

In conclusion, any PHI used in busi-
ness intelligence and big data will need to 
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comply with all the related HIPAA Privacy, 
Security, and Breach Notification require-
ments and must therefore be analyzed to 
even a greater degree when it comes to 
uses and disclosures, controls, and risk. It 
is even more important today for healthcare 
organizations and Business Associates to 
implement a culture of compliance, with a 
major focus on Data Governance and Risk 
Management. Remember that it is a num-
bers game, and the numbers of locations of 
PHI in transit and at rest keep increasing 
at a rapid pace. JHIM
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